Sensitive Buildings 2012

Instructor: Rob Faludi




Plan for Today

 Final Project Update

- Gateway Basics

¢ ConnectPort Overview

- iDigi Overview

- XBee Internet Gateway

* Readings & Assignments




Final Project Update




Gateway Basics




Types of Gateways

» Bridging

* Routing

* Transformation

 aggregation

* filtration

- applications




Protocols

* Ethernet

« WiFi

* Bluetooth

- GSM

« Twitter

- SQL

 Mail

- SMS

 Telephone

« Chat

- Speech

- MIDI

* everything elsel!
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Simple Serial Methods




Computer as Gateway

# select (r,w,e) retwrns a tupple of the sockets that are actuvally readable, wmriteable

rlist, wlist, xlist = select(rlist, wlist, [])
=d rlist:

.# Receive from the socket:
payload; sré;éd&r-% éd.recvfrom(?Z)
'Sourc + src_addr[0] +' sent: ' + payload

Exception, e:
=

wlist:
(time.clock() - lastRequest > requestInterval):

lastRequest = time.clock()

# Send to the socket:
requestString
count = sd.sendto(requestString, 0, (mondtor_addr, Oxe8, 0, 0x11))
## Slice off count bytes from the buffer,
## vseful for if this was a partial mrite:
# payload = payload[count: ]
Exception, e: #general exception handler

type(e)

import java.io.*; // th
import java.net.*; // tr

String host;

int port;

Socket mySocket;

DatalnputStream myInputStream;
DatalutputStream myOutputStream;
byte myDataln, myDataOut;

vnird setun I(NII




Dedicated Gateways

* lower power use

* always on

« cheaper,

- smaller,

* more stable,

« sometimes...







Manufactured




Gateway Examples




Light Sensor

Soil Moisture Sensor

data smoothing, thresholds per plant

Arduino

10 plants Xbee
10 soil sensors
10 photocells
10 arduinos

10 xbees * Xbee
Mesh

Ambient
Sensors

LHhoee

Xport
PHP
Database
Per Plant
Plant By
- Current State

History of State
Threshhold Levels
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ConnectPort Basics




ConnectPort X2 Configuration and Management

Configuration Getting Started
Network

XBee Network Tutorial Not sure what to do next? This Tutorial can help.
System
Remote Management System Summary

Security
Model: ConnectPort X2

Applications Ethernet MAC Address:  00:40:9D:38:05:71
Python
Management Ethernet IP Address: 10.0.1.100
Connections

Event Logging Description: None

Administration Contact:  None
File Management Location: None

Backup/Restore
Update Firmware Device ID: 00000000-00000000-0040SDFF-FF380571
Factory Default Settings
System Information
Reboot

Logout

Copyright © 1996-2008 Digi International Inc. All rights reserved.
www.Cligl.com




Home

Configuration
Network
XBee Network
System
Remote Management
Security

Applications
Python

Management
Connections
Event Logging

Administration
File Management
Backup/Restore
Update Firmware
Factory Default Settings
System Information
Reboot

Logout

ConnectPort X2 Configuration and Management

Network Configuration

v Ethernet IP Settings

() Obtain an IP address automatically using DHCP =

(®) Use the following IP address:

= IP Address: 10.0.1.100

* Subnet Mask: 255.255.255.0

Default Gateway: 10.0.1.1

W Enable AutolP address assignment

* Changes to DHCP, IP address, and Subnet Mask may effect your browser connection.

{Apply )

P Network Services Settings

P Advanced Network Settings

Copyright © 1996-2008 Digi International Inc. All rights reserved.
www.Cligl.com




XBee Configuration

v Network View of the XBee Devices

Node ID Network Address Extended Address Node Type Product Type

[fffe]! 00:13:22:00:40:31:7c:80! router

[fffe]! 00:13:22:00:40:31:f9:f5! router

[51e9]! 00:13:22:00:40:30:d0:22! router Unspecified
GORDIE [d21c]! 00:13:a2:00:40:30:cf:e3! router Unspecified
QUIET [7b76]! 00:13:22:00:40:30:d0:0e! router Unspecified
RECEPTION [f43e]! 00:13:a2:00:40:30:cf:dc! router Unspecified
ROB [fffe]! 00:13:22:00:40:31:f9:ee! router Unspecified
ZIG Coordinator [0000]! 00:13:22:00:40:54:ae:03! coordinator X2 Gateway

"1 Clear list before performing refresh

( Refresh )

P Firmware Update




XBee Configuration

Return to Network View Q Previous

Next &

Extended Address: 00:13:a22:00:40:30:cf:dc!

Product Type: Unspecified
Firmware Version: 0x2241

v Basic Settings

Basic Radio Settings

Extended PAN ID (ID):

Node Identifier (NI):

Discover Timeout (NT):

Scan Channels (SC):

Scan Duration (SD):
Advanced Radio Settings

Transmit Power Level (PL):

Allows Join Time (NJ):

Broadcast Hops (BH):
RSSI PWM (PO):
RSSI Timer (RP):
Associate LED (D5):

Serial Interface Settings

Raud Rate (BRD):

0x000000000000aaaa 8 hex bytes

Setting to 0 allows a random extended PAN ID to be used.

Note: Changing the PAN ID may make this node inaccessible.

RECEPTION

60 " tenths of second (1-255)

Ox1ffe hex (Oxffff=all channels)

3 (0-7)

| Maximum (4) %]

255  seconds (0-255. 255=always)

0  (0-30, 0=maximum)

W Enable RSSI PWM

40  tenths of second (0-255)

| LED Blinks When Associated '+ |

(agno .~




Python Configuration

v Python Files

Upload File:

Upload Files

Upload Python programs

( Choose File ) no file selected

Action

( Upload )

Manage Files

File Name

Size

zigbee.py
python.zip
Xig.py
url_libs.zip
baset4.py
mimetypes.py
email.zip
quopri.py
ftplib.py

1147 bytes
129910 bytes
3802 bytes
47321 bytes
11261 bytes
17638 bytes
155588 bytes
6969 bytes
26935 bytes

/ Delete \

P Auto-start Settings




Python Configuration

P Python Files
v Auto-start Settings

Specify python programs to be run when the device boots.

Enable Auto-start command line (specify program filename to execute and any arguments)

4 hxig.py

(.

/ Apply ) / Cancel )




9 () C

Trying 128.122.151.101...
Connected to zigbeegate.itp.tsoa.nyu.edu.
Escape character is "A]".

login: root
password:
#> python

=>> import zigbee

=»>> nodes = zigbee.getnodelist()
=== for node in nodes:

print "%12s %12s %8s %12s" % (node.label, node.type, node.addr_short, node

.addr_extended)
GORDIE

RECEPTION
ROB

QUIET

Z1G Coordinator coordinator

e
2> I

router
router
router
router
router
router

[d21c]!
[f43e]!
[fffe]!
[S51e9]!
[fffe]!
[7b76]!

[00:
[00:
[00:
[00:
[00:
[00:
[0000]!

13:
13:
13:
13:
13:
$13:
[00:

3888883

:cf:e3]!
:cf:dc]!
:f9:ee]!
:d9:22])
:7Cc:80]!
1 d0:0e]!
:54:0e:03]!




Exploring a Mesh Network




XBee ZigBee Node Indicators

« ATNI Node Indicator
« ATND Node Discovery

« ATDN Destination Node

- Also:
- ATDB signal strength in DBm

- AT%V Voltage




Transmitting Data

« Read a list of all nodes on the network using ATND

MY<CR>

SH<CR>

SL<CR>

NI<CR> (Variable length)

PARENT_NETWORK ADDRESS (2 Bytes)<CR>
DEVICE_TYPE<CR> (1 Byte: 0=Coord, 1=Router, 2=End Device)
STATUS<CR> (1 Byte: Reserved)

PROFILE_ID<CR> (2 Bytes)

MANUFACTURER_ID<CR> (2 Bytes)

<CR>

+ Set the Destination Node using ATDN




ConnectPort via Telnet




Command Line

* telnet

» port 23 is default

 hostname or |IP address needed

* telnet xig.faludi.com 25




ConnectPort via HT TP




HTTP

* web access

« port 80 is default

- http://xig.faludi.com



http://xig.faludi.com
http://xig.faludi.com

ConnectPort via iDigi




Digi

* web access

* my.idigi.com

* user itpatnyu
pass <given in class>

* http://my.idigi.com




XBee Internet Gateway




What'’s the XIG? l q

* Easy Internet communication for devices

* Initially developed as XBee-enabled tool for students...web browser for
devices

e Now enables much more

* Puts your XBee on the Internet!




The big picture













Short History

* Me - initiated project at ITP

* Students & fans — added code & features
Building Wireless Sensor Networks - public
Jordan Husney - scale
...recently:
Michael Sutherland — ported to mac/win/linux




Contributors

* Rob Faludi

* Ted Hayes

* Jordan Husney
* Corey Menscher

* Brian Jepson
e Kate Hartman
 Michael Sutherland

* Tom Collins and many more...







numan
engagement

independent
applications

C @ . : XBee Internet
. ®* Device Cloud \
\. .\{_l__)lgl Gateway

XBee-enabled o? ‘J,é é

remote configuration devices
& push features




How to XIG







&iq xig

XBee Intermet Gateway for the Digi ConnectPort

Project Home  Downloads  Wiki  lIssues  Source  Administer

Checkout | Browse | Changes | Search Trunk ) | Request code review

Source path: svn/ trunk/ zig.py

NAME = 'ZigBee Internet Gateway (z2ig)°

VERSION = '1.00a35°

TIMEOUT = 0 # default length of time (s) before main loop automat
SLEEP DUR = 0.00 # sleep delay

TERMINATOR = “\r" # command terminator byte

QUIT CODE = """

CLEAR CODE =~ """ # manually clear your request buffer

W N

-~ O\ h

print NAME + ' v' + VERSION
print 'Unzipping and loading modules...’

[
NO0Owoe

import sys, time, os
from socket import *
from select import *

[——
s

PR

w

APP_ARCHIVE = “WEB/python/zig library.zip®
sys.path.ingsert (0, APP_ARCHIVE)
sys.path.insert(0, os.path.join(APP_ARCHIVE, "1ib"))

N b= et e
OWVOuYN

import urllib, digicli
print ' ...done.’

NNN
W N -

stopTime = 0

~
.

http://code.google.com/p/xig/




IP &ddress  ~ MAC Address

_ g 10.0.1.200 00:40:9D:34%:E2:7B ConnectPart X2
SRl “%10.0.1.202 00:40:9D:3D:6F-68 ConnectPort X2

Telnet to command line
Configure network settings

Restart device

Other Tasks

Refresh wview

Help and Support

Details

ConnectPort X2
Configured (DHCP)

IP address: 10.0.1.183
Subnet mask; 255.255.255.0
Default gateway: 10.0.1.1

Sernal ports: 1
Firmware: 82001596_F3

3 devices My Device Network




ConnectPort X2 Configuration and Management

Home Python Configuration

Configuration
Network
XBee Network
System
Remote Management
Security

v Python Files

Upload Files

Upload Python programs

Applications
Python Upload File: Browse... |

Management

Connections Upload |

Event Logging

Administration Manage Files
File Management
Backup/Restaore
Update Firmware r zigbee.py 1147 bytes
Factory Dersuit Setings ™ pythonzip 129910 bytes
Systerm Information

Reboot I~ ®ig.py 11150 bytes

[~

Action File Name Size

Logout _xig.zip 77413 bytes

Delete |

» Auto-start Settings

Copyright @ 1996-2010 Digi International Inc All rights reserved.
www.digi.com




N6 ConnectPort X2 Configuration and Management
| «[» || A]A][+]hup://10.0.1.183/admin/reboot.htm ¢ M(Qr Google

ConnectPort X2 Configuration and Management

\[

Home

Configuration
Network
XBee Network
System
Remote Management
Security

The reboot process will take approximately 1 minute to complete. Click Reboot now to reboot the ConnectPort X2.

4 N\
([ Reboot )

Applications
Python

Management
Connections
Event Logging

Administration
File Management
Backup/Restore
Update Firmware
Factory Default Settings
System Information
Reboot

Logout

Copyright © 1996-2010 Digl International Inc. All rights reserved.
www.dligl.com




Mac OSX







 localhost 800

XBee Internet Gateway

Configuration Console Help

iDigi XBee

Status: Connected Status: Joined or Formed Network
(5\ . Device ID: S8BO3SFF-FFF6GFEA EUK64: 00:13:A2:00:40:53:CA:80
J Dlgl Description: | xiC Macintosh - ; COM Port: | /dev/tty.usbserial-AHOOSBSE
Baud: | 57600 ¢

AL AL LA
BABRAAAALY

Timestamp Logger Nessage
Thu May 31 17902002 wobpage Connected to XIG server

Thu May 31 15:17:11 2012 WNFO cpipc.edp my device ID is: 00000000-00000000-58B03 SFF-FFFGGFEA
Thu May 31 3 202 INFO cpdpc.edp my Pis 10.0.1.10

Thy May 31 15:17:11 2012 NFO xig.lo_kemel XBee Version = 10€D, Seres - |

Thu May 31 : 2012 DEBUG xig.jo _kernel XBee refiable transmit enabled

Thu May 31 3 2012 INFO xig.bo_kernel Enabling UDP listener on port S649...

Thy May 31 15:17:) ] DEBUG xig.ho_kemel XBee MTU « 100 bytes

Thu May 31 - NFO xig Loading and initishizing configured session types.,

Thu May 31 A7 1 cpdpc.ra do_command target 'ug’ regstered

Thu May 31 A7 cpdpe.ro Received query_state request

Thu May 31 7 0 xg Starting scheduler

Thu May 31 3 w9 XG startup complete, ready to serve requests.




Using XBee Internet Gateway
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Send a request

Serial.printin(*http://faludi.com/test.html”);



http://itp.nyu.edu/~raf275/testpage.html
http://itp.nyu.edu/~raf275/testpage.html
http://itp.nyu.edu/~raf275/testpage.html
http://itp.nyu.edu/~raf275/testpage.html

Read a response

<html>
<head>
Rob Faludi's Test Page
</head>
<body>

This is a very simple test page.

</body>
</html>




Send a value




See the values

Help & Downloagds «
Device Cloud™ , .
WELCOME IDIGI MANAGER PRO PDATASERVICES. WEB SERVICES CONSOLE

Files Data Streams

“Refresh =+ Add 3 Delete {3 Properies | [T Preferences

Stream Last Updated Current Value
00000009 /sensor0/ e O/EO/1E 1131 MM o

da/channel/00000000-00000000-12300000-00000009 /sensor( ght 6/26/12 11:51 AM 40
da/channel/00000000-00000000-12300000-00000009 /sensor0/humdity  6/26/12 11:51 AM 36

6/26/12 11:51 AM 26

dia/channel00000000-00000000-12300000-00000008/sensordtemperature

Charts Show Last: 1 Hour 1Day | 7 Days | 1 Month | 6 Months | 1 Year Average
Raw Data




Give a command

—> Trigger the monkey! <=

'Xlg iD!gl

devID: 00409DFF-FF3C3684
hwAddr: 00:13:a2:00:40:8a:4c:7c

XIg iDign

devID: 00000000-00000000-00409DFF-FF3C3684
hwAddr: 00:13:a2:00:40:8a:4¢:7¢




See the results




Lots of help

 Documentation
* \/ideos
* Examples site




Jordan: XIG Getting Started

Xig

Getting Started
http://code.google.com/p/xig/




Jordan: XIG Getting Started




Digi XBee Examples

Digi XBee Examples & Guides

Basic XBee 802.15.4 (Series 1) Chat
This basic chat tutorial shows you how 10 get wirdless text chat

going betwoen two coenpaters using Digi's XBee Bo2.15.4 (Series
1) Wireless Modules.

802.15.4 PWM Output with an LED

When it comes to analog inpul, it doesn't get asy easier than a
basic potestiometer, In this tutorial, youll learn how 1o connect a
"pot” to one of the two analog inputs on an XBee radio.

Featured Videos

> - N
’ Xee Ouadcopier
2 XBee Project Gallery:
o Xhew Dasdded Liw Faduag Pode
Wircloss Robx o Roller Dty Sl Tracker
o NodTweoder
o Digital Radwery Syote
Wirsless Altolds Display [ ——

0 iDigi Blog

o Chack Out the Xiee Knowdadgs
 —

Xioo Knowlodge Forurs oa

Gomngle s Hamgnots On Aw

An Lodmabaton te Mo aed

This site shows bire 10 witelesaly conemat sensors.
oupuls, motors. Sghts and Eslernet W XBee rades
aned othwr Digl bterrational  prodects, If Sere's an
exnnple you'd Like 9 soe of if you would Nie 1o share

Hoadiare

5 (Perssaslly Acthored] [nasrnet
¢ Things Blog You Should
Frodas Foveornes

something you've eovated, ol gs kaont




examples.digi.com




Commands & Services Details




Commands

help or xig://help: displays this file
quit or xig://quit: quits program
abort or xig://abort: aborts the current session

time or xig://time: prints the time in ISO format

http://host/path: retrieves a URL

https://host/path: retrieves a secure URL

http://user:pass@host/path: retrieves a URL using username and password
https://user:pass@host/path: retrieves a URL using username and password
udp://host:port: initiate UDP session to remote server and port number

(note: session will end only by using xig://abort)




HTTP: Prototyping with URLSs

* Shared access — good for groups

* Fast development

* Simple for web developers

* Powerful, flexible, extensible approach




HTTP examples

 http://www.whattimeisit.com

* http://yourwebapplication.appspot.com/?name=sensor1&temp=72



http://yourwebapplication.appspot.com/?name=sensor1&temp=72
http://yourwebapplication.appspot.com/?name=sensor1&temp=72
http://yourwebapplication.appspot.com/?name=sensor1&temp=72
http://yourwebapplication.appspot.com/?name=sensor1&temp=72
http://yourwebapplication.appspot.com/?name=sensor1&temp=72
http://yourwebapplication.appspot.com/?name=sensor1&temp=72

/O Samples via HTTP

» Sends data to any server in a standard format

» Config:
io_sample_destination_url = http://xbee-data.appspot.com/
io_sample

* Returned to server:
http://xbee-data.appspot.com/io_sample?addr="00:13:a2:00:40:3a:8b:
90”&DI102=1&DI03=1&DIO00=1&DIO1=1

Comment by Siegfried.Loeffler, Oct 11, 2011 Delete comment

The "I/O Sample HTTP Trigger" rocks. | just enabled this to post data from the wall router and temperature sensors that came with my starter kit into
a mysql database. Took me less than half a day to get everything set up. This allows to build a quite sophisticated sensor network in very short time,
and you can even do so without having to put Arduinos next to each sensor. Thank you very much.



http://xbee-data.appspot.com/io_sample
http://xbee-data.appspot.com/io_sample
http://xbee-data.appspot.com/io_sample
http://xbee-data.appspot.com/io_sample
http://xbee-data.appspot.com/io_sample
http://xbee-data.appspot.com/io_sample

Sending Sample Data to iDigi

* By default, I/0 sample frames sent to XIG will be
uploaded to IDigi and available as a file and via
the iDigi Dia interface

 Calls to this URL:
http://(my|developer).idigi.com/ws/
DiaChannelDataHistoryFull

* Return the following XML.:



http://(mydeveloper).idigi.com/ws/DiaChannelDataHistoryFull
http://(mydeveloper).idigi.com/ws/DiaChannelDataHistoryFull
http://(mydeveloper).idigi.com/ws/DiaChannelDataHistoryFull
http://(mydeveloper).idigi.com/ws/DiaChannelDataHistoryFull

Getting Samples from iDigi

<?xml version="1.0" encoding="1SO-8859-1"7>
<result>
<resultTotalRows>8</resultTotalRows>
<requestedStartRow>0</requestedStartRow>
<resultSize>8</resultSize>
<requestedSize>1000</requestedSize>
<remainingSize>0</remainingSize>
<DiaChannelDataFull>
<id>
<devConnectwareld>00000000-00000000-00409DFF-FF43FA07</devConnectwareld>
<ddInstanceName>XBee_40485A23</ddInstanceName>
<dcChannelName>AD3</dcChannelName>
</id>
<cstld>93</cstld>
<xpExtAddr>00:13:A2:00:40:3B:CD:B8</xpExtAddr>
<dcDataType>0</dcDataType>
<dcdUpdateTime>2012-01-21T13:35:33.607Z</dcdUpdateTime>
<dcdStringValue>520</dcdStringValue>
<dcdIntegerValue>520</dcdIntegerValue>
</DiaChannelDataFull>




Viewing Samples on iDigi

Help & Downloads «
Device Cloud™ . :
WELCOME IDIGI MANAGER PRO DATA SERVICES WEB SERVICES CONSOLE

Files Data Streams

" Refresh = &+ Add ¥ Delete (3 Properties | (T Preferences

Stream Last Updated Current Value
00000009 /sensor(/temperature ST e -
da/channel/00000000-00000000-12300000-00000009 /sensor( fight 6/26/12 11:51 AM 40

da/channel/00000000-00000000-12300000-00000009 /sensor0/mumdity  6/26/12 11:51 AM 36

6/26/12 11:51 AM 26

dia‘channel00000000-00000000-12300000-00000008/sensor0temperature

Charts Show Last: 1 Hour 1 Day | 7 Days | 1 Month | 6 Months | 1 Year
Raw Data




Sending Messages from the Internet to an XBee Using iDigi RCI

%\Dlgl’ Developer Cloud

@ Home < SCI Targels[ ') Examples ~ }.iii* Export v+ » Send 3 Clear
Welcome

Services P, a”',: :

o fvannt HTTP Method: () GET @ POST () PUT () DELETE () HEAD
e IDigi Manager Pro

Devices

XBee Networks an example of a python implementation on a NDS device to

Storage | handle this SCI request
Web Services Console —

- 6 <sci_request version="1.0">
& Administration <send mesange>

ription <targets>
Subscriptions g . Docanenistion
Operations 3 <device 1d="00000000~00000000~00000000~00000000"/>

</targets> Example #
<rci_request version="1.17>
<do_command target="rci callback_example"> This example will ptini
ping
</do_command> import rci

! €)aw

2 See http://www.digi.com/wiki/developer/index.php/Rci for

</rci request>
- def rci_callback(x

</send_message> print xml
</sci.__!’cqucst> return “re

rci.add_reci_callba

Running this, send a |




Sending Messages from the Internet to an XBee Using iDigi RCI

<sci_request version="1.0">
<send_message>
<targets>
<device id="00000000-00000000-00409DFF-FF43FAQ7"/>
</targets>
<rci_request version="1.1">
<do_command target="xig">

<send _data hw_address="00:13:a2:00:40:3a:8b:90!">Hello World!\r\n</
send_data>

</do_command>
</rci_request>
</send_message>
</sci_request>




Remote XBee AT Settings via iDigi RCI

* Change remote radio’s configuration via POSTing
XML to iDigi:

<sci_request version="1.0">
<send_message>
<targets>
<device id="00000000-00000000-00409DFF-FF43FAQ7"/>
</targets>
<rci_request version="1.1">
<do_command target="xig">
<at hw_address="00:13:a2:00:40:48:5a:23!" command="D0" value="2" />
<at hw_address="00:13:22:00:40:48:5a:23!" command="IR" value="0x3E8" />
<at hw_address="00:13:a2:00:40:48:5a:23!" command="WR" apply="True" />
</do_command>
</rci_request>
</send_message>
</sci_request>




More Features




Let’s try for a live




Readings and Assignments

* Readings
 Building Wireless Sensor Networks, Chapter 7

« Assignments

 Final Project Prototypes




